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Introduction

The Internet is critical to business. Companies have no choice but to connect their internal networks to the rest
of the world—to link with customers, suppliers, partners, and their own employees. But with that connection
comes new threats: malicious hackers, criminals, industrial spies. These attackers regularly steal corporate assets
and intellectual property, cause service breaks and system failures, mar corporate brands, and scare customers.

This document discusses how to deal with Internet security as a business problem: how to handle it in the same
way as the rest of the corporate threats. Unless companies can successfully deal with those threats, they will
never be able to unlock the full potential of the Internet. Companies that cannot adequately protect their
customers and shareholders will fail, and those that can will succeed.

Traditional approaches to computer security have failed. Despite decades of research, and hundreds of available
security products, the Internet has steadily become more dangerous, not less. In this paper | argue that the
historical security model of threat avoidance is flawed, and that it should be abandoned in favor of a more
businesslike risk management model. Traditional security products—Iargely preventive in nature—embody the
threat avoidance paradigm: either they successfully repel attackers, or they fail. The unfortunate reality is that
every security product ever sold has, on occasion, failed.

A security solution based on risk management encompasses several strategies. First, some risk is accepted as a
cost of doing business. Second, some risk is reduced through technical and/or procedural means. And third,
some risk is transferred, through contracts or insurance.

Most people concentrate on the second approach and attempt to solve the risk through the purchase of security
equipment. However, technical risk reduction cannot be achieved this way; newly discovered attacks,
proliferation of attack tools, and flaws in the products themselves all result in a private network becoming
vulnerable at random (and increasingly frequent) intervals for random amounts of time. The only way to stay
ahead of these vulnerabilities is through detection and response: active network monitoring. And the most cost-
effective way to do that is through a Managed Security Monitoring service. The reality of today's Internet will
make Managed Security Monitoring a mandatory security requirement.

Security and Risk Management

Ask any network administrator what he needs security for,and he'll describe the threats: Web site defacements,
corruption and loss of data due to network penetrations, denial of service attacks, viruses, loss of good name and
reputation. The list seems endless, and an endless slew of press articles prove that the threats are real.
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Most computer security is sold as a prophylactic: encryption prevents eavesdropping, firewalls prevent
unauthorized network access, PKI prevents impersonations. To the world at large, this is a strange marketing
strategy. A door lock is never sold with the slogan: "This lock prevents burglaries." But computer-security
products are sold that way all the time.

There exists no computer-security product—or even a suite of products—that acts as magical security dust,
imbuing a network with the property of "secure." Security products are risk management tools, some more
effective than others, that reduce the risk of financial loss due to network attacks. These tools should be
deployed when the savings due to risk reduction are worth the investment in the tool. Otherwise, it is cheaper to
accept or insure the risk than it is to deploy the tool.

For example, it makes no sense to purchase a $10,000 safe to secure a $1000 diamond. Even if you could buy a
$500 safe, a $300 insurance policy would be a smarter purchase. But if you could buy a $100 safe and a $100
insurance policy that requires the safe, that would be the most cost-effective solution of all.

This is important. To a CEQ, what is important is risk management. The CEO doesn't care if risk is reduced
through technical means, operational procedures, or insurance. It's all the same. Blindly adding technologies to
avoid the threats is not smart business; carefully adding technologies that provide for cost-effective risk
reduction is.

The Window of Exposure

A company's computer network could be likened to a building, and the windows and doors to the Internet
access points. Continuing this analogy, strong door and window locks could help keep out intruders, and office-
door locks and locked filing cabinets could help prevent "insider" attacks. Of course these preventive security
measures are not enough, and a well-protected building also has alarms: alarms on the doors and windows, and
maybe motion sensors and pressure plates in critical areas inside.

The Internet is much more complicated than a building, and constantly changing. Every day there are new
vulnerabilities discovered, new attack tools written, and new legitimate services offered. Whenever a new way to
attack a house—or a network—is discovered, there exists a window of exposure until that attack method is
prevented.

Rarely is a totally new technique for Vendor patches
picking door locks invented, one that Vulnerability +«— vulnerability
renders existing lock technology popularized

obsolete. Imagine for a moment it has.
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If the technique is published and
every criminal learns about it, the

window is very wide. At this point, Time
there is nothing anyone can do about
the problem; the locks are vulnerable. Figure 1

Only after a lock manufacturer designs
and markets a lock that is resistant to this technique can people start to install the new locks. The window closes
slowly but, since some buildings will never get these new locks, never completely.
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